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Compromised Accounts

“Spear-phishing" attacks are occurring with regularity whereby criminal hackers collect information 
about a given community and then send targeted emails to try to harvest passwords or other personal 
information to conduct payroll and other scams at universities.
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Examples Of Compromised Accounts

• Unauthorized access to UF systems at the administrative level with 
privileged access

• Unauthorized access to UF enterprise data with privileged access

• Unauthorized access to UF systems and data via un-privileged 
compromised accounts

• Unauthorized access to the UF network via the UF VPN

• Unauthorized access to user’s mailboxes

• Direct deposit fraud



The New Normal

Offered on many platforms to secure personal data

Required by numerous institutions to secure institutional data and information systems



Current State
Single-Factor Authentication

UF is currently using single-factor authentication for most applications



Future State
Two-Factor Authentication

UF is moving to two-factor authentication to protect UF data and information systems



Login to UF Online Services

Step 1 Step 2

Step 3 Step 4
DONE!!!



Next Steps

 Phase I – UFIT 
⎼ Rollout completed in September 2017

 Phase II – Risk based approach with opt in
⎼ Individuals handling PII and/or restricted data
⎼ Individuals who have had their account compromised
⎼ New Employees
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